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I. SUMMARY 

Challenges of responding to infectious disease outbreaks have severely limited research and 
development, resulting in inadequate understanding of how to most effectively treat patients and 
respond to epidemics. To date, research on Ebola has been restricted to analysis of small data sets from 
isolated sources. By pooling the scattered collections of data, researchers can maximise the statistical 
power to fill key knowledge gaps and reduce the impact of future outbreaks. 

The Ebola Data Platform is an opportunity to bring together the many disparate collections of Ebola data 
in a centralised, harmonised dataset that can be accessed for research. Data will be held securely and 
made available for analyses that address a knowledge gap of value or potential value to Ebola-affected 
communities, and/or to wider public health. Researchers can apply to access data via the Data Access 
Committee and use it for research analysis included on the research agenda set by the Ebola-affected 
community.  

The platform is designed and developed to deliver on the research and training priorities of Ebola-affected 
communities. Ultimately, the platform aims to deliver policy-changing evidence to support patient care 
and outbreak response.  

 

II. BACKGROUND AND RATIONALE 

Despite more than two-dozen outbreaks of the Ebola Virus Disease (Ebola) over the past 40 years, there 
has been a historically low research and development response, resulting in inadequate options for 
diagnosis and treatment. Although the size and consequences of the 2013-16 West African Ebola outbreak 
were unprecedented, empiric and scientific evidence to inform advances in diagnosis, triage, 
management and follow-up of suspected and confirmed Ebola patients remains inadequate.  

Researchers have executed limited evaluations of optimal care and therapeutic interventions since the 
start of the 2013-16 outbreak, but research implementation was delayed, data collection faced many 
challenges, and patient populations were fragmented by the division of treatment units among various 
operational actors. The epidemic waned shortly after initiation of many of the prospective research 
studies, leading to a paucity of eligible participants, underpowered studies and little data. Moreover, the 
data that was collected used a range of formats and methodologies making them difficult to compare. In 
parallel, biological sample collections were conducted by different laboratories and are now preserved in 
a number of different labs with no obvious connection to clinical data from the original patient. 

As a result, there is currently a wealth of clinical, laboratory, and epidemiological data, collected in Guinea, 
Liberia and Sierra Leone, in addition to data from other outbreak-affected countries. The data is stored 
within patient charts and databases from Ebola treatment units, community care centres, mobile 
laboratories and public health records. It is scattered amongst a diverse range of actors including academic 
institutions, government, inter-government and non-government organisations, and Ministries of Health. 
Collectively, these data are the largest volume of information ever recorded on Ebola, but there is no 
means to collate them.  

Many research questions have been addressed through analyses using this data. However, the power and 
utility of the data have been limited to analysis of small batches, usually from single Ebola Treatment Units 
(ETUs) or from single organisations that responded to the outbreak. There is no common repository of 
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clinical, laboratory or epidemiological data on Ebola, de facto undermining the ability of the research 
community to effectively use these resources, prioritise research and leverage existing knowledge.  

These scattered collections of data are crucial to advance our understanding of Ebola and fill the existing 
knowledge gaps. Bringing these data together in a useful format that can be accessed by the health, 
research and humanitarian communities will maximise the potential to generate robust evidence to 
improve our response to future outbreaks and optimise care of Ebola patients. 

Greater availability of harmonised clinical, laboratory and epidemiological data would allow researchers 
to: 

- Assess and compare results on the effectiveness of different diagnostic, treatment and 
operational strategies, helping address the most critical questions to improve patient care and 
follow-up; 

- Support understanding of limited data on Ebola patients enrolled to treatment trials; 

- Validate prognostic factors for Ebola outcomes and develop a more accurate case definition; 

- Advance our understanding of the pathophysiology of the disease, leading to increased 
development of prevention strategies, targeted therapeutic agents and diagnostic tools; 

- Identify links between laboratory specimens and clinical data, thus allowing the research 
community to expand the range of scientific questions that can be addressed; 

- Allow for subgroup analyses of sufficient numbers of Ebola patients such as children, pregnant 
women or patients with specific co-morbidities, in order to address clinical management issues 
and prevention strategies; 

- Improve understanding of the sequelae experienced by Ebola survivors, in order to improve the 
delivery and planning of care for this population which now exists in unprecedented numbers; 

- Design and implement a governance framework that supports safe and equitable data access, 
while safeguarding the privacy and rights of the data subjects and their communities. 

The complete platform research agenda, developed in partnership with the Ebola research community 
and Ebola-affected countries is available [Appendix A]. 

III. GOALS AND OBJECTIVES 

The Ebola Data Platform is an opportunity to bring together the many disparate collections of Ebola data 
in a centralised, harmonised dataset that can be accessed for research. The platform is designed and 
developed to deliver on the research and training priorities of Ebola-affected communities. Ultimately, 
the platform aims to deliver policy-changing evidence to support patient care and outbreak response.  

 
The platform’s overall goals are to: 
 

- Incentivise and maximise contributions to the platform of the widest variety of data and 
information, whether clinical, epidemiological, laboratory or data of any kind related to Ebola or 
other emergent pathogens;  
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- Give the scientific, health, research, and public health communities equitable ability to use such 
Data through a timely and transparent data access process which has as few restrictions as 
possible; 

 
- Enable use of the platform to strengthen and promote research by researchers in Ebola-affected 

countries through collaboration, training and capacity strengthening; facilitate and accelerate the 
research for curative, preventative and diagnostic tools; assist in the identification of new 
outbreaks; and improve response to epidemics in case of ongoing outbreaks; 

  
- Encourage the rapid dissemination of information in an equitable manner, which respects the 

interests of those who collect the data;  

  
- Ensure adequate and timely access to the outcomes of any research using the data by all countries 

in need. The platform intends to collaborate on measures to facilitate such access, including 
measures concerning availability and affordability of the research outcomes; 

  
while 
 

- Protecting the interests, rights, safety and privacy of the individuals and communities from whom 
the Data originated and ensuring compliance with ethical requirements and applicable laws and 
regulations.  

Only through collaboration with other organisations, and through partnership with those most affected 
by and most at risk of Ebola and other emerging infections, can these goals be optimally achieved.  
 

IV. PLATFORM DESIGN 

The platform is a mechanism to aggregate individual, patient-level data and make it available for meta-
analysis. Key steps of the project include: 

Data contribution: Members of the research, health and humanitarian communities are invited to 
contribute patient-level and aggregate Ebola data to the platform. 

Data curation and storage: Data will be de-identified, cleaned and curated to a standardised database. 
Data will be stored securely, with servers hosting de-identified data in institutions selected by the 
countries where the data is generated. An inventory which lists the types and quantity of data will be 
made publicly available. 

Research: A research agenda, developed with the research and health communities in the regions of data 
origin will be publicly available. Researchers can apply to access data via the Data Access Committee. Data 
will be used for analyses which address knowledge gaps of value or potential value to Ebola endemic 
communities, and/or to wider public health. Results will be widely communicated, with a focus on the 
regions affected by, and at risk of, Ebola. 

V. METHODS 
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Functioning of the data platform relies on the following series of procedures: Inviting data contributions; 
Data submission process; De-identification (stages 1&2); Data curation and storage; and Providing access 
to data. The methodology of each is described below.  

The sections on De-identification and Providing access, include details of how the privacy of the data 
subject is protected through removal of identifiers, access controls and legal contracts. The technical 
aspects of data security are outlined separately in the last section titled Data security. 

 

Figure 1. Data access process map 

 

A. Inviting data contributions 

All members of the research, health and humanitarian communities are invited to contribute data to the 
platform. The platform will accept all patient-level data on clinical, laboratory and epidemiological 
parameters for patients suspected, infected, or previously infected with Ebola virus disease. Expansion to 
include additional data types will be considered in the future on the basis of relevance to research and 
public health priorities.  
 
An invitation to submit data to the platform will feature on the platform website and will be 
communicated via email, conference presentations, stakeholder meetings and media. Organisations that 
hold data will also be solicited from within the Ebola research and response communities, and by request 
of referral from governments affected by outbreaks. 

B. Data submission process 

Those who wish to submit data to the platform will need to register an account with the platform website. 
This requires the users to provide information about themselves and their institutions. A verification email 
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is then sent to the provided email address, which the user must access and click the embedded hyperlink 
to validate the account.  
 
With a verified account, the user can become a platform ‘contributor’ by submitting their datasets and 
associated documents. Before submission the contributor must review and accept the Terms of 
Submission [Appendix B]. This document constitutes an agreement between the platform host and each 
contributor to establish the legal context and responsibilities of data submission. In data protection terms, 
this is a data processing agreement between parties, and clearly outlines the contributor as the ‘data 
controller’ and the University as the ‘data processor’ according to the UK Data Protection Act1, alongside 
the terms and conditions for processing data. The platform host is bound by this agreement to process 
the contributor’s dataset in accordance with these terms, and the data contributor is agreeing they have 
the required authority to enter the agreement and submit data, being satisfied that the security controls 
and processes in place fulfil their obligations and duties as a data controller. Once the Terms of Submission 
[Appendix B] are signed by the contributor via the website data submission page, their dataset can be 
uploaded. Data will only be accepted via this route and not through “out-of-band” facilities such as emails. 
This is to ensure the security of the data transfer and the maintenance of a proper audit trail. Once 
received, the data is stored and processed as per the terms of the agreement and under the responsibility 
of the platform Secretariat.  

C. De-identification (stage 1) 

Data is managed according to strict protocols which include a two-stage process of de-identification 
undertaken before data is transferred to approved researchers for analysis. Stage 1 involves the removal 
of direct and indirect identifiers using an adapted Safe Harbor2 standard process as follows:  

1. At the point of submission, the data is immediately encrypted and stored on the platform’s high 
compliance server. 

2. The data file (or set of files) is decrypted on the server and transformed into CSV format. A new 
unique patient ID is randomly generated and replaces the unique patient ID from the original 
submission. 

3. The file is then reviewed by the curation team to identify protected health identifiers (PHI) in 
accordance with HIPAA Safe Harbor. 16 of the 18 Safe Harbor variables are removed while 
retaining dates and geographic locations (see the Data Security Model for details). An audit trail 
is kept of the identifiers removed.  

D. Data curation and storage 

All datasets received by the platform undergo a set of curation activities to standardise for maximum 
scientific utility. These activities include, where possible/appropriate, imputing missing values and the 
correction of outliers and errors. Curation occurs following de-identification (stage 1) and takes place on 
a secure network drive, which has policy controls in place restricting movement and access to authorised 

                                                             

 
1 https://ico.org.uk/media/1546/data-controllers-and-data-processors-dp-guidance.pdf  
2 https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/#standard	
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users only. All data curation activities are fully auditable. The four stages of curation are broken down as 
follows:  

1. A master data dictionary [Appendix Q] is compiled from data collection forms and dataset variable 
lists as the framework for the platform database. It contains sections describing the different 
tables and their column names, together with a description, variable type and where appropriate, 
controlled vocabularies and range limits. This document is subject to change as each new dataset 
is added to the platform. Standardised Ebola data and metadata coding and tabulation will be 
used as established through collaboration with the Clinical Data Interchange Standards 
Consortium (www.CDISC.org). 

2. Data are reviewed for errors or internal discrepancies and consistency with the Master Data 
Dictionary. A list of questions, issues or clarifications required is compiled and discussed with the 
data contributor. Any changes can then be applied based on feedback. The curated file and any 
notes are securely stored.  

3. Data managers map elements of each contributed dataset to the tables in the master data 
dictionary. For each table, a systematic mapping process that matches specific variables from the 
dataset to the master data dictionary, is applied. Where variables are unclear or in doubt, the 
correct mapping is discussed with the data contributor (if possible), a clinician, and/or a Steering 
Committee member from the relevant country. With the mappings in place, the table columns 
are populated with data from the corresponding columns in the contributed dataset. Variable 
descriptions, and labels to match the controlled vocabularies, are also added where required. 

4. Data validation and cleaning steps follow set ranges, logic checks, contributor feedback and 
classifications of missing data, with all actions logged to provide an audit trail of changes to the 
original source data.  

Complete, standardised tables from each dataset are merged and securely stored as the platform dataset. 
For a complete description of curation activity, please see the Security Model [Appendix C].  

E. Providing access to data 

The curated, de-identified data will be shared and regularly updated with the Ministry of Health of each 
country from where the data originated. The curated, de-identified, full platform dataset will be shared 
and regularly updated with the West African Health Organisation when infrastructure is in place. All 
shared data will be managed and accessed according to the platform governance and the platform Ethics 
Framework [Appendix D]. A Data Sharing Agreement [Appendix E] will be established to set the legal 
framework for sharing and establish appropriate conditions of data storage, security and control.  

All requests for access to platform data must be submitted to the Data Access Committee. A data 
inventory listing the type and volume of data in the platform dataset will be publicly available on the 
platform website. The inventory is designed to promote engagement of the research, health and 
humanitarian communities to use the platform for research analyses.  

Requests to access data will be made by completion of an application form [Appendix F], which will be 
reviewed by the Data Access Committee. Approved applicants will be notified and asked to arrange 
appropriate institutional signature on the Data Transfer Agreement [Appendix G], which will be 
countersigned by the platform host. The agreement is legally binding, and sets out the agreed purpose of 
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transfer, terms of use, liability, termination and legal status of the agreement. Once signed the applicant 
may access the dataset. 

The process will be fully transparent. The Secretariat will make publicly available copies of approved 
applications for access and will report on all research outputs. 

F. De-identification (stage 2) 

Before any dataset is made available to a partner or approved researcher, the Data Access Committee 
may impose a second process of de-identification. This process of expert determination3 will use statistical 
disclosure techniques to ensure the protection of privacy for data subjects. This process accounts for the 
principle that a dataset which contains any indirect/quasi identifiers could risk identification of the data 
subject either independently or when combined with other publicly available datasets (a ‘mosaic/jigsaw 
effect’). A statistical control will be applied to the data to mitigate this disclosure risk so the dataset falls 
below an acceptable threshold. This has been benchmarked at a probability threshold of 0.2, or what is 
often referred to as an equivalence class of 5, based on the literature relating to risk thresholds for re-
identification of sensitive health data4,5,6. This means for any given query of the released dataset, there 
are a minimum of 5 possible individual records that match the query. The application of this technique 
will be considered by the Data Access Committee for each data request based on their scientific 
justification and the potential risk of disclosure presented.  

Any dataset which contains data that does not meet this threshold will have disclosure controls applied 
in advance of release. Variables such as dates, geographic locators and any other variables identified as 
being of potential risk such as pregnancy status and very high/low ages will have controls applied to the 
extent that the risk of identification is brought below the stated threshold. Controls include processes 
such as: omission/suppression (e.g. removing data), masking (e.g. replacing data with a mask such as 
XXXXX), truncation (e.g. removing the day from a date leaving only mm/yyyy), or 
generalisation/aggregation (e.g. transforming geographic locators to a regional, country level or ages into 
ranges such as 0-16, 16-24, 25-39, 40-65, 66+).  

The approach is adopting an internationally recognised standard to safeguard privacy, that has significant 
evidence demonstrating efficacy7,8. It represents a practical approach to de-identification where risk of 
disclosure and data utility are balanced, ensuring all known risks are managed as far as possible, as noted 
in the Information Commissioners Office Code of Practice on Anonymisation 9,10. 

G. Analysis 

                                                             

 
3	https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/#standard 
4 El Emam K, Dankar F, Vaillancourt R, Roffey T, Lysyk M (2009) Evaluating the risk of re-identification of patients from hospital prescription 
records. The Canadian Journal of Hospital Pharmacy62: 307  
5 El Emam K. (2008). Heuristics for de-identifying health data. IEEE Security & Privacy. 6(4), pp. 72-75. 
6 Cancer Care Ontario data use and disclosure policy. Toronto (ON): Cancer Care Ontario; 2005 
7 El Emam, K. El et al., 2011. A Systematic Review of Re-Identification Attacks on Health Data. 6,(12).  
8 Benitez, K., Loukides, G. & Malin, B., 2010. Beyond Safe Harbor: Automatic Discovery of Health Information De-identification Policy 
Alternatives. Proceedings of the ACM Int. Conf. Health informatics, pp.163–172  
9  A De-identification Strategy Used for Sharing One Data Provider’s Oncology Trials Data through the Project Data Sphere® Repository. Bradley 
Mahlin, Ph.D (2013) 
10 https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf		
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The platform research agenda has been developed with the research and health communities in the 
regions of data origin. Researchers will apply for access to data with a protocol and/or analysis plan to 
address research questions. A scientifically sound approach to the question and methodology must be 
described in the application. Approved researchers will conduct analyses as described in their approved 
data access application. Results will be widely communicated, with a focus on the regions affected by, and 
at risk of, Ebola. 

H. Data Security 

Compliance with all relevant legislation, regulation and the highest technical standards is paramount to 
ensuring the protection of data security and data subject confidentiality. Full technical details of the 
infrastructure, security architecture and procedures are available in the Data Security Model [Appendix 
C] and are summarised below.  

Figure 2. System infrastructure, security architecture and data processing 

Illustrated below is the end to end processing involved when data is uploaded by a contributor and is 
processed by the platform. The colours represent the state of the data at the time of processing, and the 
blue boxes represent processes that are involved or being applied to the data. 

 

RED: It is possible that this data CAN identify an individual. This data can only 
be processed under specific conditions in data protection legislation and is 
only used to support data subject removal (if requested) and record matching. 
Retention is time limited. 

 

AMBER: This data MIGHT allow the identification of an individual if the person 
is well known to the viewer or is linked to further data, but processing is lawful 
and identification is prevented by contract and technical means to avoid a 
privacy breach. 

 

GREEN: This data CANNOT identify a person and has been de-identified in 
accordance with a recognised de-identification process, and/or statistical 
disclosure control(s) applied.  
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Technical Security Controls  

Hosting and Access. Data is uploaded by contributors through the platform website. The connection is 
authenticated and encrypted using Transport Layer Security (TLS 1.2) to securely move the data from the 
contributor to the upload server, hosted within the Oxford University secure network. The platform is 
hosted on an enterprise grade virtual datacentre environment, with hardware physically located in 
Oxford, United Kingdom11. This includes dual-site, replicated storage whereby data is protected in the 
event of failure. This means the service is mirrored across two distinct sites and in the case of a disaster, 
or service disruption it can failover to the alternative environment12. This system provides secure back-up 
for platform datasets hosted by Ministries of Health, Public Health Institutes and the West African Health 
Organisation.  

Network controls manage the access to the infrastructure environment and any resources on the secure 
network through restricting connections to authorised IP ranges and a complete user access management 
system. The platform operates in accordance with the UK Data Protection Act (1998)13 and the University’s 
                                                             

 
11 http://www.it.ox.ac.uk/data-centres/university-private-cloud  
12 http://help.it.ox.ac.uk/internal/sld/private-cloud		
13 https://ico.org.uk/media/1546/data-controllers-and-data-processors-dp-guidance.pdf  
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information Security Policy, which was designed in accordance with the ISO/IEC 27001:2013 Code of 
practice for information security management14.  

Transfer of de-identified data from the platform to approved researchers or partners will be executed via 
a secure file exchange system.  

Data in Transit and Data Storage. Once uploaded data is encrypted using a hybrid cryptography approach, 
combining symmetric and asymmetric key algorithms. This approach is used to secure data at rest (i.e. in 
storage) across all the servers. The source data is deleted from the upload server and cleared from 
memory. This approach is FIPS PUB 140-2 level 1 capable 15  and follow the recommendations and 
standards set out by the National Institute of Standards and Technology16.  

Following the de-identification (stage 1) process outlined above, data is moved through the cascade of 
servers via VPN, or using a web browser secured using HTTPS, both of which encrypt the data throughout 
transit.  

When a data access request is approved by the Data Access Committee the dataset is written to the 
download server and made available to the approved researcher.  

Data Sanitisation and Removal. Data on the upload server (and when required elsewhere) is securely 
removed using a secure ‘rm’ command on the Linux system. This is a command line programme that 
overwrites, truncates and renames file contents before unlinking from a directory. By default, ‘srm’ uses 
35 passes to overwrite data17. 

Procedural Security Controls  

Staff Contracts and Training. Data management staff will perform tasks such as data standardisation, 
mapping and de-identification. All staff accessing and curating data will be given appropriate training and 
will have a contract in place governing how they operate. This includes clauses relating to data privacy 
and that sensitive information must be kept confidential.  

VI. ANALYSIS 

A key platform output is the generation of knowledge to reduce the impact of Ebola on those affected by 
past and future outbreaks. Knowledge will be produced through data analyses which inform questions 
relevant to affected communities, including optimisation of case definitions, triage strategies, treatment, 
sequelae management, outbreak prevention and more. A platform Research Agenda [Appendix A] has 
been generated through wide consultation on priority knowledge gaps. Researchers will be invited to 
apply for access to platform data to address these questions. Data will be transferred to approved 
researchers to perform the analysis outlined on their application. Results will be communicated to the 
research community and to health authorities in Ebola-affected countries.  

Iterative consultation on the research agenda, and the production of new knowledge are expected to 
result in modifications and expansion of the research agenda over time. Any changes will be submitted to 
the responsible ethics committees before data is released to address additional research questions. In this 

                                                             

 
14 https://www.infosec.ox.ac.uk/guidance-policy  
15 http://csrc.nist.gov/groups/STM/cmvp/documents/fips140-2/FIPS1402IG.pdf  
16 http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf  
17 http://srm.sourceforge.net/srm.html 	



 

 

Ebola Data Platform Protocol 1APR18  12 

way, all analyses executed with platform data will have been reviewed and approved by the responsible 
ethics committee(s).  

VII. EXPECTED OUTPUTS 

This platform will provide value by: 

- Encouraging maximum sharing of scientific knowledge on Ebola amongst the scientific, 
humanitarian and health care communities with a focus on outcomes that benefit the affected 
communities; 

- Facilitating and strengthening analysis of treatment outcomes, operational approaches and public 
health response in the search for solutions to decrease the impact of the disease; 

- Informing the research community about the existence of ongoing research in order to avoid 
unnecessary duplication, promote cross-pollination between researchers and encourage the 
undertaking of research to fill in identified gaps in knowledge about Ebola;  

- Promoting and facilitating timely dissemination of results to key stakeholders and public health 
policy makers in advance of outbreaks; 

- Promoting and facilitating the comparison and pooling of data to improve the power of research 
results by developing improved data collection practice, establishing agreed data capture 
templates, standards, end-point measurements and statistical analysis plans; 

- Developing a technical and governance framework for data sharing which can be replicated and 
implemented to reduce the impact of future infectious disease outbreaks; 

- Maintaining stewardship of the contributed data through secure, long-term storage to facilitate 
future research. 

VIII. GOVERNANCE  

The platform will be governed and administered by the framework below. Responsibilities and decisions 
will be delegated as described herein and within the terms of reference for the Steering Committee 
[Appendix H] and the Data Access Committee [Appendix I].  
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Figure 3. Ebola Data Platform Governance 

 

A. Steering Committee  

The Steering Committee is responsible for the definition and oversight of platform policy, strategy and 
management. The Steering Committee members work to engage Ebola-affected communities to 
determine platform policies and will develop and approve the platform Data Access Guideline [Appendix 
J] and Terms of Reference for other platform committees [Appendix H, I K]. Steering Committee members 
will take an active role in promoting the impact and sustainability of the platform by helping to secure 
long-term funding and ensuring the participation of relevant stakeholders.  

The Steering Committee consists initially of the parties listed in the platform Charter: Guinea Ministry of 
Health, the Liberia Ministry of Health, the Sierra Leone Ministry of Health and Sanitation, the West African 
Health Organisation, the West African Task Force for the Control of Emerging and Re-Emerging Infectious 
Diseases, International Medical Corps, Médecins Sans Frontières, Oxford University and Wellcome Trust. 
Membership will evolve to include additional representation of communities affected by, and developing 
policy on, diseases relevant to the platform.  

The composition of the Steering Committee will include appropriate representation of expertise and 
interests to fulfil the mission of the platform. One representative of the World Health Organisation will be 
a non-voting advisor to the Steering Committee. For further details see the Steering Committee Terms of 
Reference [Appendix H].  

B. Data Access Committee  

The Data Access Committee (DAC) is a body elected by the Steering Committee that provides a governance 
mechanism for evaluating project applications requesting data from the Ebola Data Platform. All access 
to Data will be decided by the DAC. The DAC has responsibility for evaluating whether completed 
applications for data access are consistent with the Ethics Framework [Appendix D] and the Data Access 
Guideline [Appendix J], and that the requests do not pose undue risk to the individuals, communities or 
organisations to which they relate; this includes evaluation of risk of loss of privacy and assurance that 
appropriate protections of confidentiality and ethics review are in place. The DAC Terms of Reference 
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[Appendix I] provides detailed information on the DAC role, membership, duties and decision-making 
processes. 

The DAC will be appointed by the Steering Committee, who will ensure that the DAC is carrying out its 
duties while maintaining its independence in decision-making. Appointments will be open to all 
nominations of independent experts and representatives of communities involved in policy, advocacy and 
response to emerging infections. Membership will include appropriate representation of expertise and 
interests to fulfil the remit of the DAC.  

C. Secretariat 

The Secretariat will be based at the Infectious Diseases Data Observatory, University of Oxford, where the 
platform will be hosted. The Secretariat will manage the administration of the governance committees as 
well as all legal, regulatory, contractual and administrative aspects related to the hosting of the platform. 
Platform hosting includes responsibility for technical architecture, data curation, data security, data 
management and transfer, budget administration, as well as the platform website development, 
maintenance and management. The Secretariat will support the development and execution of the 
platform protocol, policy and approvals related to the management of the platform, according to the 
advice and decisions of the committees. The Secretariat will operate according to its Terms of Reference 
[Appendix K].  

D. Principal Investigators 

A representative will be designated by the Ministry of Health, or other appropriate authority, in each 
country to ensure that platform implementation is appropriate to the context. The representative will 
have authority over decisions on what data from that country are included in the platform; defining 
research priorities by informing the development of the platform research agenda; guiding initiatives to 
engage local researchers to use the platform for research; and supporting the application and oversight 
of the local ethics committees. 

E. Stakeholders 

The engagement and input of a number of communities and stakeholders is critical to achieve the goals 
of the platform. The Steering Committee takes responsibility for leading engagement and communication 
with stakeholders. The Secretariat manages the implementation and communication of activities which 
promote external input on platform activities. Activities are outlined in a Stakeholder Engagement Plan 
[Appendix M], which will evolve iteratively based on the needs and interests of the Stakeholders. 
Examples of such activities include soliciting input on the platform Research Agenda [Appendix A] from 
the health, research and humanitarian communities focused in Ebola-affected regions; engaging 
researchers in Ebola-affected regions to understand what resources are required to promote skills in data 
analysis; and supporting students and training fellows from Ebola-affected regions to help define and use 
the platform. 
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IX. ETHICS 

A. Approach to ethical challenges 

Despite the potential public health impact of access to data on emerging infections of epidemic risk, the 
assembly of a centralised, international platform to deliver on this remit has never been achieved to date. 
Significant engagement with Ebola-affected communities and other stakeholders regarding the platform 
has raised a number of concerns and challenges to data access including retention of national jurisdiction 
on data access decisions, protecting patient privacy, ensuring appropriate consent, potential loss of 
academic recognition, risk of criticism of the data generators, perceived data misuse and inadequate 
sharing of benefits with communities where data is generated.  

The platform Charter [Appendix L], signed by all Steering Committee members, sets out the mission of the 
platform to directly address these challenges to build a better paradigm of emerging infections research 
and response. The platform Ethics Framework [Appendix D] was designed with broad input, to promote 
ethical and equitable access to data. Fulfilment of this purpose requires that the individuals and 
communities from whom data originated be accorded the respect and protection that is due to them, 
including protecting their rights, safety, and privacy. Furthermore, every aspect of the platform 
governance and architecture is designed to address the inequities or potential inequities in data access 
and distribution of benefits.  

B. Platform compliance with ethical and legal standards 

The platform operates according to the established Ethics Framework [Appendix D]. The platform is 
committed to protecting the rights, safety and privacy of the individuals and communities from whom the 
data originates and ensuring compliance with ethical requirements and applicable laws and regulations.  
 
A Privacy Impact Assessment [Appendix N] has been undertaken to review adherence to all applicable 
laws and regulations in the countries of data origin, including provisions within domestic 
Telecommunication Acts on protecting the right to privacy and personal data18,19,20 and the Cyber Security 
and Personal Data Protection (RG CSPDP)21 of the Republic of Guinea. Alignment with the sub-regional 
Supplementary Act A/SA.1/01/10 on Personal Data Protection within the Economic Community of West 
African States (ECOWAS 2010) 22 and the African Union Convention on Cyber Security and Personal Data 
Protection (AU CCSPDP)23 have also been incorporated into the framework for submission and processing 
of citizen data from Sierra Leone, Liberia and Guinea in the platform. Full details of compliance with these 
laws and regulations is provided in the Privacy Impact Assessment [Appendix N].  

The platform must comply with UK and European laws and regulatory frameworks, in particular but 
without limitation, these include rules and regulations governing the protection of personal data, clinical 

                                                             

 
18 The Telecommunications Act of Liberia (2007), Article 3 (g) and Article 51 (2) 

19The Telecommunications Act of Sierra Leone (2006), Article 37 (c) and Article 47 

20 The Telecommunications Act of Guinea (1995), Article 42  

21 Law on Cyber Security and Data Protection (2016)  
22 Supplementary Act A/SA.1/01/10 on Personal Data Protection within ECOWAS (2010)  

23 African Union Convention on Cyber Security and Personal Data Protection (2014)  
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trials, research and the protection of human rights. The platform will adhere to the UK Data Protection 
Act24, the European Union’s General Data Protection regulation25 and the Universal Declaration of Human 
Rights26, an international agreement and cornerstone of international human rights law, protecting the 
individual right to privacy. The platform also abides by the Oxford University policies reflecting these UK 
and European laws and regulations, which can be found on the Oxford’s Central University Research Ethics 
Committee website27. 

C. Data requestors’ compliance with legal and ethical principles and standards  

Those who request access to platform data are required, regardless of the location in which the research 
is carried out, to observe the highest standards of ethics and integrity in the course of their research using 
platform data. A Data Transfer Agreement [Appendix G] will be executed between Oxford University, as 
platform host, and the Data Requestor in advance of transfer of datasets approved by the Data Access 
Committee.  
 
Data requestors and recipients are expected to comply with their country’s ethical and legal obligations. 
However, no national ethical, legal or regulatory requirement can be invoked to justify reducing or 
eliminating the level of protection for all involved in the research. 
 
If the European Convention on Human Rights and Biomedicine (1997) (the « Oviedo Convention ») and its 
Additional Protocols (together, the « Oviedo Convention system ») 28  have not been ratified and 
implemented into the recipients’ national laws and regulations as minimum ethical and legal standards, 
and the requestors’ national legal and regulatory framework does not incorporate the principles of the 
Declaration of Helsinki 29  or the Oviedo Convention system, the requestors must comply with the 
provisions of the Oviedo Convention system or the Declaration of Helsinki, Oxford University’s policies or 
a set of no less morally stringent ethical standards. 

D. Ethics committee approval and reporting  

The platform and all research undertaken with platform data must be approved by the appropriate 
research ethics committee(s), including the responsible research ethics committee of the country(ies) of 
data origin. Any other approvals required for the data requestor to undertake the research must also be 
obtained prior to data release. The platform protocol (this document), Research Agenda [Appendix A] and 
governance documents will be submitted for review of the relevant ethics committees. Any substantial 
changes to these documents must be approved by the relevant committees prior to execution. Data will 
only be released for analysis included in the approved Research Agenda. Access to data for any research 
not included in this agenda, will require separate approval of the relevant ethics committees prior to data 
release. Reports of platform activities, including data access applications, responses, research outputs and 

                                                             

 
24 UK Legislation: Data Protection Act (1998)  

25 European Union General Data Protection Regulation (2016)  

26 United Nations Universal Declaration of Human Rights  

27 www.admin.ox.ac.uk/curec 
28 European Convention on Human Rights and Biomedicine (1997) - Oviedo Convention (CETS No 164) 
29 WMA Declaration of Helsinki – Ethical Principles for Medical Research Involving Human Subjects	
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any ethical issues which arise, will be reported to all responsible ethics committees annually or more often 
if required.  

E. Consent 

Most data on the platform was collected in the context of a public health emergency response. Informed 
consent was not sought to collect or use data because recording of clinical status and laboratory results 
was a part of routine care and public health measures and not for the purpose of research. 

A limited volume of data on the platform was collected as a part of an observational or interventional 
research study, in which case informed consent was obtained for data to be collected as a part of the 
research study in question. In some cases, approval to share data with secondary researchers for the 
purpose of future analyses was included in the signed consent form.  

The platform will facilitate the use of de-identified patient data for the purpose of research analysis, in 
most cases, without specific patient consent. Due to the challenges of seeking consent for primary 
research and the challenges of seeking consent for use of data within this setting, the responsible ethics 
committees are being asked to authorise sharing of the datasets via the platform. This approach has been 
decided following a review of international guidelines, evaluation of contextual considerations, the design 
of comprehensive safeguards to protect the rights and interests of patients and communities, and the 
implementation of a benefit sharing framework.  

International guidelines on research without consent. The platform design is based on meeting 
requirements to use de-identified, retrospective data without patient consent, in accordance with 
international guidelines. Many of these guidelines, including the Declaration of Helsinki30, the WHO Ethical 
Considerations for Use of Unregistered Interventions for Ebola Viral Disease31, and the Revised Council for 
International Organisations of Medical Sciences (CIOMS) International Ethical Guidelines for Health-
Related Research Involving Humans32 only address the application of a consent process to prospective 
research. Each of these guidelines provide guidance on when the need for autonomous patient decisions 
can be overridden, including when the risks of the research are low, when the ability to provide consent 
is significantly compromised and when there is a compelling public interest in the research. The US Health 
and Human Services Code of Federal Regulations 33  addresses the decision-making power of the 
Institutional Review Boards or Research Ethics Committees to approve research without consent when 
the research is conducted under state authority for the benefit of the public, when the research presents 
no more than minimal risk of harm, when obtaining consent poses a risk of harm resulting from a breach 
in confidentiality, and when obtaining consent is impossible or impractical (in terms of numbers, time or 
cost) and/or would impede the scientific validity of the study (in research where the entire dataset is 
required).   

                                                             

 
30 World Medical Association (WMA) Declaration of Helsinki - Ethical Principles for Medical Research Involving Human Subjects, 64th WMA 
General Assembly, Fortaleza, Brazil, October 2013 - http://www.wma.net/en/30publications/10policies/b3/  
31 WHO (2014a). Ethical Considerations for Use of Unregistered Interventions for Ebola Viral Disease: Report of an Advisory Panel. Geneva: 
WHO Press. http://apps.who.int/iris/bitstream/10665/137509/1/WHO_HIS_KER_GHE_14.2_eng.pdf  
32 van Delden JJM, van der Graaf R. Revised CIOMS International Ethical Guidelines for Health-Related Research Involving Humans. JAMA. 
Published online December 06, 2016. doi:10.1001/jama.2016.18977	
33 US Health and Human Services Code of Federal Regulations 45 CFR 46 
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Feasibility of consent in this context. The feasibility and potential harm of taking informed consent in the 
context of an Ebola outbreak have been raised by those involved in previous outbreaks. The extra time 
required to take consent detracts scarce health care resources from patient care and/or increases the 
need for resources. Past outbreaks have demonstrated that in a situation of scarce resources during a 
public health emergency, the choice of resource allocation is unlikely to prioritise informed consent. 
Multiple languages and low-levels of literacy and/or education can challenge the ability to convey 
messages. Furthermore, it is rare that staff have been trained in consent procedures, thus imposing 
further burden and/or risking an inadequate consent process. Requiring staff to take informed consent 
also increases risks to the staff by increasing their time spent in the high risk ‘red zone’. Ebola health care 
providers must undertake all patient activities while wearing extensive personal protection equipment.  

Validity of consent in this context. The ability to understand the information given and the capacity to 
voluntarily make a decision without coercion are critical components of valid informed consent. Patients 
who interact with health care providers at a treatment unit or in their community are usually in a very 
poor state. Patients are ill, often severely or critically. Fear and lack of understanding about their 
condition, treatment or survival chances are common and the protective equipment worn by staff can act 
as a barrier to communication, thus compromising messages about research. Family members considered 
critical to a patient’s medical decision making in many contexts are inaccessible due to isolation 
procedures. The validity and value of consent is in question when an inherent lack of comprehension of 
the risks, options and likely outcomes of a patient’s condition is overlaid with choices of potential risks 
and benefits of research in a compromised decision-making context. Patients may hesitate to refuse 
consent out of fear of receiving less medical attention or may give consent due to therapeutic 
misconception of the intervention. 

Community authorisation. Community authorisation is often considered important but does not replace 
requirements for consent. Ebola outbreaks have affected a huge number of communities across Guinea, 
Liberia and Sierra Leone. This makes obtaining authorization from community representatives unfeasible 
due to the resource implications. It also risks variation in interpretation of the risks and benefits due to 
the unlikelihood of consistent messaging across such a wide range of communities.  Importantly, 
approaching communities or individuals for consent risks stigmatising the affected individuals due to the 
perceived risks and implications of Ebola infection. 

F. Mitigating potential risks 

The platform is designed to minimise the risks of sharing biomedical data as outlined below.  

Privacy. Protecting the rights, safety and privacy of the individuals and communities from whom the data 
originated is a key objective of the platform. Concerns that access to data could risk or fail to respect the 
interests of research participants and their communities have been addressed at many levels of platform 
design. IDDO has integrated robust technical and statistical solutions to ensure the security and anonymity 
of data. We have undertaken a Privacy Impact Assessment [Appendix N] as a part of our data governance 
process to ensure that the design of the platform adheres to appropriate legal and ethical frameworks, 
and that the data is secured at the highest technical standard. Compliance with relevant African, European 
and UK laws and regulations have been incorporated into the platform design and procedures. Only fully 
de-identified datasets will be transferred to approved researchers under a Data Transfer Agreement 
[Appendix G]. 
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Individuals who do not wish for their data to be included on the platform will be able to request the 
removal of data via an ‘opt-out’ process on the platform website. However, as the data has been de-
identified, linking individuals to the specific datasets may not be possible.   

 

Stigmatisation, marginalisation and data misuse. All requests for data will be reviewed by the Data 
Access Committee to ensure that planned analyses do not risk stigmatisation or marginalisation of Ebola-
affected individuals or communities. Analyses will only be approved if they are gauged by the Committee 
to have scientific value. To uphold the platform Ethics Framework [Appendix D] and the principle of ‘Do 
no harm’, data requests will only be approved if the research is not likely to be harmful or bring disrepute 
on individuals and/or communities.  

Retention of national jurisdiction over data access decisions. The Ministries of Health and National Public 
Health Institutes in Guinea, Liberia and Sierra Leone are founding members of the platform Steering 
Committee and have been extensively engaged in the design of the platform. Submission of data to the 
platform has no impact on data ownership which is retained by the original party and will not transfer in 
any part to the platform or its responsible individuals or institutions. Data can be withdrawn from the 
platform by the party who submits it at any point. Oversight of all data collected in a country will be 
overseen by the assigned Ministry of Health representative. Approval to host and access data from a 
country on the platform must be approved by the national ethics committee.  

Promoting equitable use of data by Ebola-affected countries. Many of the countries affected by Ebola 
have limited access to human and technical resources required to make use of shared data.34 Following 
consultation of stakeholders, the platform has been designed to incorporate a number of activities which 
strengthen capacity, share resources and encourage collaboration across these countries. Fellowships, 
academic training and new grant collaborations have been launched to strengthen resources and provide 
direct benefit to the research communities who generate the data. Training on platform activities is 
implemented across Ebola-affected countries to promote execution of platform activities locally. Data 
curation and data analysis workshops in West Africa are included in the platform roll-out. 

Recognition of data contributors. All approved data requestors will sign a Data Transfer Agreement 
[Appendix G] which confirms the requirement to appropriately acknowledge the data contributors in any 
resulting publications or research outputs. Training, workshops and support will be provided by the 
platform Secretariat and Steering Committee to encourage Data Contributors and Data Requestors from 
Ebola-affected countries to make use of the data for analysis. 

Intellectual Property (IP). Regarding any results or IP resulting from use of platform data, all Data 
Requestors will execute a Data Transfer Agreement [Appendix G] which prohibits the seeking of IP rights 
or protections, ensures perpetual royalty-free license for user of IP by the platform, and requires 
affordable access to the IP for Ebola-affected communities.  

Conflicts of interest. The platform is committed to protecting the reputation and integrity of the platform 
and to ensure trust and confidence in the governance arrangement related to it by avoiding or managing 
conflicts as they arise. All members of the platform governance structures will execute a Declaration of 
Interests [Appendix O]. A Conflict of Interest Policy [Appendix O] is in place which outlines how declared 
interests are subsequently managed.  

                                                             

 
34 Bull S. (2016) Ensuring global equity in open research. Wellcome Trust. https://dx.doi.org/10.6084/m9.figshare.4055181 	
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Longevity and assurance. The Steering Committee remit includes supporting work to secure long-term 
funding for the platform and security of data. The integration of the platform within the Infectious 
Diseases Data Observatory portfolio provides a foundation of resources which support longer-term 
maintenance. The goal is to ultimately transfer enough skills and materials for Ebola-affected countries to 
host and maintain the platform with significant independence. 

G. Benefits 

The platform is designed to promote a number of benefits, with a focus on the research and public 
communities affected by Ebola. These include, but are not limited to: 

Improved health. The purpose of the platform is to improve health by optimising the prevention and 
response to Ebola outbreaks. Better understanding of Ebola diagnostics, case definitions, prognostic 
indicators, treatments, post-infection sequelae, host and virus interactions and epidemic response 
strategies will enable the health, research and humanitarian communities to better prepare, better 
communicate, better prevent and better respond to outbreaks. Ultimately the aim is to decrease the 
number and severity of outbreaks to save lives across Ebola-affected communities. 

Improved research power and efficiency. Many research analyses aiming to characterise Ebola have been 
duplicated using small segregated datasets, producing varying results. Pooling and harmonising diverse 
sources of Ebola data will maximise the statistical power to address knowledge gaps by analysis of a larger 
dataset which is more representative of the spectrum of disease. This will produce stronger evidence and 
will reduce the duplication of analysis, so that research resources can be more efficiently applied. 
Additionally, centralising the curation and availability of data will prevent the costs and burden of 
unnecessarily duplicating this effort.  

Promoting the priorities of the communities where data originates. The platform depends on the 
involvement of the communities affected by Ebola. Steering Committee members, including the Ministries 
of Health of Guinea, Liberia and Sierra Leone, the West African Health Organisation, the West African 
Taskforce for the Control of Emerging and Re-emerging Infectious Diseases and the World Health 
Organisation are responsible for ensuring the engagement of Ebola-affected communities in setting 
priorities for platform outputs. The Research Agenda [Appendix A] is one such example, where the priority 
research areas have been defined with requests for input focused on researchers and health workers 
across West Africa via email campaigns, website postings and meetings. Forums to receive feedback on 
platform design and priorities have been hosted for Ebola survivors and the wider public. Workshops to 
solicit input from researchers in West Africa have been and will continue to be hosted. These meetings 
have also identified key areas where resources are being sought to most effectively support analysis with 
platform data. For a complete list of activities which have engaged the affected communities to provide 
input to the design and implementation of the platform, please see the Ebola Data Platform Engagement 
Activities [Appendix P]. 

Preparation to improve future outbreak response. It is widely recognised that preparedness is key to 
improving outbreak response and reducing the impact of epidemics. Development of the platform 
establishes governance mechanisms, technical frameworks, information sharing pathways and data 
management processes which can be adapted and/or implemented immediately in the context of a new 
outbreak. The platform will enable the advanced definition of a research agenda and identify the priority 
data for prospective collection. These systems support the streamlining of outbreak response by 
promoting collection of good quality data to address the most important knowledge gaps.  

Human capacity strengthening. The platform is committed to supporting use of data by researchers in 
Ebola affected countries and thus sharing the benefits of making data available. To maximise this 
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opportunity, training and fellowship placements are integrated into the activities of the platform 
Secretariat. Collaborative funding applications to further support these initiatives are underway, with 
more planned. Development of data management and informatics skills necessary to deliver the platform 
plan will be supported by the platform. For a complete list of training activities initiated by the platform, 
please see the Engagement Activities [Appendix P].  

Developing collaborations. The platform provides opportunities to develop new collaborations and 
scientific projects with Ebola-affected communities. These opportunities are a key aspect of ensuring that 
the benefits of the platform are shared with West African researchers. A list of projects and applications 
are included in Engagement Activities [Appendix O].  

More knowledge, more widely shared. All applications for access to platform data must be accompanied 
by a plan for the timely dissemination of outputs which ensures that knowledge is fed back to the 
communities of data origin. Dependant on the outputs, this may include the public, media, research, 
policy and/or public health communities. This will promote the implementation of research findings, 
ensure that future research effectively leverages the knowledge gained, and thus promote the sharing of 
benefits of data access with the communities of data origin.  

Long-term security and availability. Data from Ebola outbreaks is currently scattered across the globe 
amongst a diverse range of actors including academic institutions, government, inter-government and 
non-government organisations, and Ministries of Health. The quality, security and longevity of these 
records has not been uniformly secured. The provision of a centralised platform with an engaged Steering 
Committee committed to the project will protect the availability of the data for research in the longer-
term. 
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APPENDICIES 
Note that these documents are subject to amendment by the responsible party as described above and 
within their contents. Substantial amendments will be submitted for approval of the responsible bodies. 
 
Appendix A - Research Agenda  -  IDDO.org/ebola/research-agenda 
 
Appendix B  - Terms of Submission  -  IDDO.org/ebola/terms-of-submission 
 
Appendix C  - Security Model  -  IDDO.org/ebola/security-model 
 
Appendix D  - Ethics Framework  -  IDDO.org/ebola/ethics-framework 
 
Appendix E - Data Sharing Agreement  -  IDDO.org/ebola/data-sharing-agreement 
 
Appendix F - Data Access Application Form  -  IDDO.org/ebola/data-access-application 
 
Appendix G - Data Transfer Agreement  -  IDDO.org/ebola/data-transfer-agreement 
 
Appendix H - Steering Committee Terms of Reference  -  IDDO.org/ebola/steering-committee-tor  
 
Appendix I Data Access Committee Terms of Reference  -  IDDO.org/ebola/data-access-committee-tor  
 
Appendix J - Data Access Guidelines  -  IDDO.org/ebola/data-access-guidelines 
 
Appendix K - Secretariat Terms of Reference  -  IDDO.org/ebola/secretariat-tor  
 
Appendix L – Charter  -  IDDO.org/ebola/charter 
 
Appendix M - Stakeholder Engagement Plan  -  IDDO.org/ebola/stakeholder-plan 
 
Appendix N - Privacy Impact Assessment  -  IDDO.org/ebola/privacy-impact-assessment 
 
Appendix O - Conflict of Interest Policy  -  IDDO.org/ebola/conflict-of-interest-policy 
 
Appendix P - Engagement Activities  -  IDDO.org/ebola/engagement-activities 
 
Appendix Q – Data Dictionary  -  IDDO.org/ebola/data-dictionary 

 


